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Oggetto:  Gruppo di Azione Finanziaria contro il riciclaggio di proventi illeciti (GAFI ) -
Rapporto 1997-1998 sullc tipologic di riciclaggio.

Si trasmette il rapporto 1997-1998. sulle tipologic di riciclaggio, predisposto
dagli esperti del GAFI -Gruppo di Azione Finanziaria contro il riciclaggio di proventi illeciti-
e approvato dall’assemblea plenaria del Gruppo nella riunione del 9-13 febbraio 1998.

Lo scopo delle riunioni sulle tipologic ¢ quello di fornire agli csperti dei servizi
operativi - in specie quelli incaricati della lotta al riciclaggio - I"occasione di esaminare le pit
recenti tendenze in materia, gli eventuali nuovi rischi di riciclaggio, nonché le possibili
contromisure.

Nel corso della riunionc svoltasi a Patigi ncl novembre dello scorso anno la
discussione si & principalmente focalizzata sugli sviluppi del riciclaggio nei pacsi membri,
mentre per i pacsi terzi sono state raccolte Ie informazioni disponibili sulle caratteristiche che
assume tale fenomeno nelle regioni prive di normative di contrasto. Particolarc attenzione
¢ stata rivolta alle nuove mctodologic di pagamento ¢ alic professioni ¢ attivita
maggiormente esposte al rischio di riciclaggio.

Al fine di fornire una pill accurata informazione sulle piu recenti metodologie

utilizzate per riciclare proventi illeciti, per la prima volta vengono allegati al rapporto otto
casi selezionati di riciclaggio.

La diffusione delle informazioni contenute nell’allegato rapporto consente agli
operatori interessati di accrescere la conoscenza del fenomeno di riciclaggio e, quindi, di
porre le premesse per una efficacce attivita di contrasto.

[ Direttore Generale
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FATF-IX REPORT ON MONEY LAUNDERING TYPOLOGIES

L Introduction

1. The group of experts met in Paris on 19-20 November 1997 under the chairmanship of

Mr. Pierre Fond, deputy Secretary-General of TRACFIN (Traitement du renseignement et acrion contre les
circuits financiers clandestins - Treatment of information and action against illicit financial circuits). The
meeting took place at the Conference Centre of the French Ministry of the Economy, Finance and Industry in
Paris. The group comprised representatives of the following FATF members: Australia, Austria, Belgium,
Canada, Denmark, European Commission, Finland, France, Germany, Greece, Ireland, ltaly, Japan,
Luxembourg, the Netherlands, Norway, Portugal, Spain, Sweden, Switzerland, Turkey, the United Kingdom
and the United States. Experts from non-member intemational organisations with observer status, namely
Interpol, the International Organization of Securities Commissions (I0SCO), the World Customs

Organisation (WCO) and the United Nations International Drug Control Programme (UNDCP), also
attended the meeting.

2, The purpose of the 1997-1998 typologies exercise was to provide a forum for law enforcement and

regulation experts to discuss recent trends mn the laundering of criminal proceeds, emerging threats and
effective countermeasures. While the discussions focused principally on money laundering developments in
FATF member countries, the experts also sought to pool available information on prevailing money
laundering pattemns in non-member countries or regions.

3. In the context of work on the more targeted tvpologies, the present report focuses mainly on areas
which still have to be mastered, such as new methods of pavment, but also on the non-financial professional
activities thar constituted the central subject of the 1997-1998 exercise. The report also deals with the
question of laundering through fund transfer companies and presents other interesting typologies noted by
the experts. The final part of the report seeks to give a picture of the laundering situation in regions of the
world where FATF has few or no members.

IL. Analysis of specific trends in laundering in FATF countries

(1) Present trends in money laundering

4. A number of delegations stated that there had been no really new developments since the previous
exercise. Drug trafficking and financial crime continue to be the chief sources of illicit proceeds. Several
members cited increased cigarette and alcohol smuggling as the main ongin of capital for laundering.
Others cited usury, investment and VAT fraud, false invoicing and financial fraud. A shift of some
laundering activities from the traditional financial sector to non-financial professions or enterprises was
noted.

5. While it would not be strictly true to say that new segments of the financial sector are being used
by launderers, new developments have been observed as regards bureaux de change and insurance
companies. Manual currency exchange operations, which formerly were used essentially at the placement
stage, are now being used also at the layering stage. Where insurance is concerned, relgtively complex cases
involving single premium contracts have recently been discovered which reveal less rapid proc;dqr&c and _
less liquid transactions, allowing longer-term laundering that may offer a degree of sgf_ety to criminals. Tpxs
complexity and diversification of laundering techniques, also to be found in the securities and futures trad{ng
sector, underscores the need for further investigative work in these areas. The other notable development in
1997 was the surge of new payment technologies in the banking and financial networks of FATF member
countries.

(1) New payment technologies

v



a. Present status of new technology systems and developments since the last tvpologies exercise

6. Although many members stressed that there had been little innovation relative to laundering, it was
generally found that the new technology svstems were in a phase of steady development or even rapid
expansion. In Sweden, one of the country’s largest banks now has 100 000 customers with an account on
the Internet, with the same 24-hour services as those offered at the counter. An increasing number of banks
have their own website and some have even introduced virtual counters permitting most of the conventional
banking operations: consultation of accounts, transfers, ¢tc. In some countries (Belgium, for example) these
services are at present confined to domestic transactions.

b. How may the new technology systems facilitate money laundering?

7. Although no case of laundering has been detected in this sector, the experts endeavoured to show
what might be the risks posed by the new technologies. The fact that no laundering operation has been
identified to date may mean that the appropriate services lack the necessary means and capability of
detection or else that the new payment technologies do not carry any particular laundering risks. However,
this second possibility shquld probably be discounted in view of several features of these technologies such
as the rapidity of transaction performance, the numerous opportunities for anonymity that are offered, and
the risk of a break in the audit trail and withdrawal from the traditional banking svstem. The experts
exchanged views on these questions in regard to the following systems: electronic purses, banking on the
Internet and direct (distance) banking. Most members saw more inherent danger in Intermet transactions
than in smart cards, although other delegations stressed the dangers of the latter.

8 The vuinerability of electronic purses would be limited by the following conditions:

. limitation of the amount of any one transaction;

. distribution of cards by issuers connected to financial institutions, and linkage to a bank account;
. restriction of pavment card operations to the national territory.

9 Electronic purse systetns would present a laundering risk in future if their upper limits were to be

raised substantially or even removed altogether. However, some of these limits are already quite high. In
the United Kingdom, most smart cards have a pavment capacity of between £ 100 and £ 200 (i.e. between
roughly US$ 150 and US$ 320), but a few go as high as £ 500 (about US$ 820), in which case it could
easily be imagined that cnminals would not hesitate to practise “smurfing”.

10. Electronic purse systems also present increased risks of laundering when they can be used for
cross-border transactions. This risk is very real, given that the one corporation is prepanng to introduce
such a system, which will certainly pose problems of international co-operation as regards jurisdictional
competence and the site of legal proceedings. Finally, the dangers of laundering are evident with the
development of cyberpayment systems involving direct transfer from cardholder to cardholder so that there
is no audst trail.

I The Internet sites opened by duly authorised banks are not particularly disturbing in themselves. It
seems natural that banks should use this new commercial technique like other business enterprises. What is
clearly a problem, however, is the opening of bank sites on the Internet in breach of banking regulations. In
this case, the difficulty is to bring proceedings against the perpetrator, given the intenational character of
the Internet and the difficulty of locating a site, which may be different from the one where the illegal .
practices were identified, and identifying the national law that would apply. As yet only one case pt_‘ this
kind has been encountered, namely that of the Antigua-based “European Union Bank” which explicitly

e A

proposed completely anonymous investments (see also paragraph 72).
i 12. The new payment technologies present features very similar to those of electronic fupds trgnsfers:
% rapidity of execution, dematerialisation and magnitude of transactions. These features pose difficulties as

i

regards traceability of payments and law enforcement intervention only after the event. At the same time,
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the new technologies could theoretically provide effective means of record keeping. In practice, all that can
be established at present is the fact that the necessary adaptation of controls to combat criminal activiry has
not kept pace with the industrialisation of transactions.

13. Apart from banking on the Internet and electronic purse systems, delegations noted that the
development of banking by telephone and of casinos on the Internet could make laundering easier. The
intensive use of 24-hour telephone banking services has created a significant obstacle to investigations of
laundering. Direct banking implies the establishment of a distance between the banker and his client, and
hence the lessening or even disappearance of the physical contact on which the traditional conception of
client identification rested. While these services clearly have practical advantages for clients in terms of
flexibility, they make it more difficult to detect laundering activities since the traditional methods of
supervision cannot be applied. As regards information available on the Internet, casinos in several countries
offer complete anonymity to potential gamblers, the latter placing their bets by way of credit card. The nisk

of laundering is even more patent if the casinos in question also manage the accounts of their Internet
customers.

¢. Implementagon of countermeasures

14. Before introducing any countermeasures, law enforcement authorities should make certain that
such measures will be of a nature compatible with the real risks and the constraints imposed on financial
institutions and should engage in consultations with the private sector for this purpose. If one is to avoid the
emergence of a two-speed system of anti-laundering action, with the traditional banking svstem on the one
hand and the new technology systems on the other, controls will have to be adapted to the latter.

15. A number of countries have set up task forces on this question: in Australia, following a 1996
report by AUSTRAC (Australian Transaction Reports and Analysis Centre) to the Commonwealth Law
Enforcement Board, a research group on electronic trading has been established to provide advice to the
Board and Government. In Belgium. a task force on the Internet has been set up by the Minister of Justice,
notably to study prevention and indictment of all forms of criminal action committed on the network. In
Sweden, a government commission is currently working on various problems connected with electronic
money, including money laundering, and has produced a partial report. The final report is scheduled for the
end of July 1998.

16. Of the different approaches envisaged, members decided to consider how the existing laws could
be adapted as opposed to the introduction of new legislation. The need to apply different policies according
to type of transaction was also mentioned. Finally, the importance of international co-operation in this area
was stressed.

17. In more congcrete terms, particular consideration might be given to the following measures:
. making not only issuers but also distributors of instruments linked with the new technologies
subject to anti-laundering legislation, given the shift of laundering away from the financial sector

and the fact that the agents of these systems are not all financial institutions;

. authorisation and surveillance of issuers of new technology products, since anti-laundering
measures are better complied with when they apply to a regulated and controlled sector;

. a possible adjustment of existing anti-laundering measures, notably as regards client identification
and the audit trail, so as to enable issuers of new technology products to help the competent
authorities to detect the circulation of anonymous instruments of payment fqr criminal purposes.

(1) Funds transfer enterprises or activities (formal and informal

a. Brief overview of the sector
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18, In most FATF countries, international funds transfers are performed essentially by the banks.
However, there are other possibilities of transferring funds abroad through money remitters. who normally
provide a valid and legitimate financial service. Enterprises performing this activity receive from their
clients cash sums which are transferred to designated beneficiaries against payment of a commission.
Money remitters traditionally serve the non-banking segment of the population, notably new immigrants,
permit-holding or clandestine foreigners or any other person not having a bank account. Funds are often
transferred to the least advanced regions of the world where no proper banking services exist.

19. The different operations may be classsified as follows:

. funds transfer companies possessing separate networks (like Western Union and Money Gram);
. | money transfer systems connected with clandestine banks (underground banking);

. money transfers by way of the collection accounts of foreign banks (accounts opened with

subsidiaries or branches, or even representative offices of foreign banks which transfer the
eamings of immugrant workers 1o their countries of origin);

. international money orders.
b. Use of international funds transfer for laundering purposes

20. The law enforcement services of different member countries have discovered an increasing number
of suspicious transactions involving money remitters. The authorities of one member estimate that this is
one of the principal laundering methods used in their territory. In a member country, the average sum
transferred abroad is about US$ 4 900 and these transfers are often made under false identities. In an Asian
member country, a money remitter operating without authorisation from the competent ministry transferred a
total of about USS 93 million to China over a period of three vears. A member has established that
Colombian cartels use certain money remitters operating in its territory to launder their proceeds from drug
trafficking.

2L The nisks of laundering are not confined to the funds transfer networks serving ethnic groups, they
may also apply to official networks like those of the postai service. For example, the authorities of a
Scandinavian country have noted a steep increase in international money orders to the countries of ex-
Yugoslavia. In a member country, the mail services are being used to send packages containing large cash
sums and also drugs anonvmously.

22, Other laundering activities through funds transfer systems involve bureaux de change. The
authorities of a member have identified several proprietors of exchange offices and remittance servicss who
have links with drug traffickers and receive sums from them for transfer to other parts of the world. Another
member noted that remittances on behalf of ethnic groups may also go through bureaux de change, although
performance of these notional transfers by manual exchange operations is regarded as an illegal banking
activity.

23. On the whole it is considered that systems based on trust rather than on a professional and legal
foundation favour anonymity and make it difficult to identify the actual recipient of funds. Another
problem, mentioned by Australia, is the insufficiency of hard evidence of laundering, although numerous
investigations have been opened in this sector.

¢. Countermeasures in place or planned

24, The dangers of laundering in the funds transfer sector have been taken seriously by all coun;ri;;.
Many have already introduced a set of measures or about to do so, even though the professions or activities
in question are not specifically targeted by the present FATF Recommen@augns. A ﬁm apprqach has‘been
to bring funds transfer companies within the scope of anti-laundering legislation (as in Australia, Belgium
and Germany). In the Netherlands, money remitters will be made subject to the requirement to report

5
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unusual transactions and a system of surveillance will be introduced. [n Spain, the competent authorities are
preparing a decree regulating the activities of offices handling international funds transfers, which are
already covered by the general rules regarding prevention of laundering in the financial system. The decree
will serve to tighten supervision of the activities concemed. In February 1997, the Hong Kong police
published specific directives for funds transfer corporations and bureaux de change advising them to adopt
anti-laundering measures similar to those of the banks, as regards client identification, record keeping and
reporting of suspicious transactions. In a number of countries, the internationa! postal money order services.
too, are subject to the anti-laundering law (as in France).

25. In Germany, the fact that suppliers of funds transfer services are subject to the anti-laundering law
makes it possible also to cover the case of foreign banks’ representative offices that perform transfers. The
banking supervision authorities plan to introduce supplementary measures for money remitters, such as the
lowenng of client identification thresholds to DM 5 000 (about US$ 2 700), the requirement to supply
monthly statistics on the number of transfers and their amounts, and additional measures as regards
identification record keeping. In the Netherlands identification thresholds have also been lowered, from
NLG 10 000 to 5 000 (approximately US$ 4 800 to USS 2 400). While the lowering of these thresholds is
an appropriate measure, there is still the question of the effects which this may produce, notably an increase
in “smurfing” operations. Consequently, it is necessary to think about ways of detecting such activities. It
is also important to ensure better identification of the recipients of funds, or at least to be able to detect any
convergence of transactions on a sole operator located abroad.

26. As regards transfers made by agencies of interational corporations like Western Union and
Money Gram, these are covered by anti-laundering law in many member countries. In Switzerland, for
example, transfers made through Western Union will be subject to the new law on money laundering as of

I April 1998, and notably to the reporting requirement. In Sweden, a constructive dialogue appears to have
begun between the NFIS (National Financial Intelligence Service) and Western Union representatives.
However, in some countries, the sub-agents and agents of Western Union operating through “kiosks™ are not
covered by the anti-laundering regulations.

27. Several members pointed out that the introduction of measures should be reinforced by action to
alert the professions concerned. In the United Kingdom, the National Criminal Intelligence Service (NCIS})
is secking to make fund transmitters aware of their obligations under anti-laundering law so that more
information will be forthcoming from this sector. In Hong Kong, the police services have recently made on-
the-spot visits to expiain the content of the directives they have issued to money changers and fund
transmutters.

28. Finally, there are more specifically targeted controls like the United States GTO (Geographic
Targeting Order). These orders impose, relative to the Banking Secrecy Act. stricter requirements on
financial services providers as te disclosure of suspicious transactions and the keeping of records for a
limited period and in a specific geographic area. A GTO of 7 August 1996 was applied to 12 money
transmitters and | 600 agents in the metropolitan area of New York, requiring them to report all cash
transfers of over US$ 750 to Colombia. The initial order, valid for 60 days, was renewed six times so as to
terminate in October 1997. Its coverage was also extended to 23 licensed transmitters and about 3 500
agents. The result of the New York GTO was an immediate and spectacular reduction in the flow of drug
trafficking proceeds to Colombia (down 30 per cent in volume). About 900 money transnutters ceased their
activity and some of them were even arrested.

(iv) Other observed trends in laundering
a. The insurance sector

29, The written submissions and presentations made at the meeting of the group -of experts revealed
some diversification of laundering activities in other segments of the ﬁnanaz}l sector, like insurance. A
member noted the use of single premium insurance contracts to conceal illicit income. In two other metpber
countries, reports of suspicious activities from the insurance sector reveal the practice of early redemption of
capital invested, in spite of possible penalties.
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b. Money changing

30. The bureaux de change sector continues to be a very important link in the laundering chain: cash
proceeds from drug trafficking and other criminal activities often transit through this sector. For some years
now the authorities of a member have noted a shift of certain very large-scale exchange transactions from
the banks to small bureaux de change, and this development, which is the direct consequence of the rules of
vigilance introduced by the banking sector, is becoming more pronounced. Thus a report of suspicious
activity from a money changer implicated two individuals who had jointly made a US dollar/local currency
exchange transaction amounting to US$ 3 million. The unusual feature of this transaction was that used
dollar bills were changed into local notes which were then utilised, on the same day and in the same burean,
to purchase unused dollar bills. In another member country an investigation revealed a case of laundering in
which an exchange office had changed more than US$ 50 million at a foreign bank over a period of 13
months (see Case No. 6).

31 In an European FATF member, during the first nine months of 1997 a total of 92 actions were
initiated against 289 persons having used bureaux de change for transactions amounting in all to about
US$ 435 million. In another member country, the law enforcement services have observed a strong and
growing tendency for bureaux de change to be used by criminal organisations. Two main techniques are
reported at present: the changing of large amounts of criminal proceeds in local currency into low bulk
continental currencies for physical smuggling out of the country, and electronic funds transfers to offshore
centres. Underground exchange mechanisms are obviously also being widely used for money laundering
purposes (see Case No. 8).

32. With regard to exchange transactions, the member countries of the Economic and Monetary Union
should consider whether existing anti-money laundering provisions are appropriate to the exceptional

circumstances resulting from the pertod of conversion of national currencies to the Euro which will start in
four vears.

¢. Cross-border transportation of cash and electronic funds transfers

33. Hard evidence of the growth and sophistication of cross-border transportation of cash was
supplied by several members (see Case No. 3). In Spain, the government is considening expanding the
current obligations to declare the import of cash at the customs.

34. Two other members pointed out that electronic funds transfers feature very often in lavering
operations. One of the most popular techniques is simply to transfer illicit funds through several different
banks in order to blur the trail to the funds’ source. Another method is to make transfers from a large
number of bank accounts, into which deposits have been made by “smurfing”, to a principal collecting
account which is often located abroad in an offshore financial centre. In this regard, the adequacy of present
anti-laundering measures can be questioned: to obtain the relevant information concerning an international
electronic transfer made in one day, the investigating services have to wait an average of about two years for
the results of an investigation by junsdictional delegation.

d. The gold market

35. The FATF experts considered for the first time the posibilities of laundering in the gold markctv.
The scale of laundering in this sector, which is not a recent development, constitutes a real threat. Gold is a
very popular recourse for launderers because of the following characteristics:

— auniversally accepted medium of exchange;

- ahedge in times of uncertainty,

—  prices set daily, hence a reasonably foreseeable value;
— a material traded on world markets;

- anomymity;

- easy changeability of its forms;
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- possibility for dealers of layering transactions in order to blur the audit trail:
--  possibilities of double invoicing, false shipments and other fraudulent practices.

36. Gold is the only raw material comparable to money. Although other precious metals and diamonds
are used in cases of recycling, gold is preferred by launderers. Moreover, the drug routes, especially for
heroin, coincide fairly clearly with the gold routes. The “hawala” alternative banking system, which is
widespread in South Asia and the Middle East. is also connected with the gold circuits. The investigating

services are having the greatest difficulty in piercing this svstem which facilitates both currency exchange
and the purchase and sale of gold.

37. Two members instanced specific legislation to combat gold market laundering. In Australia, gold
traders are subject to the requirements of client identification and disclosure of transactions in excess of
A§ 10 000 (about USS$ 6 700). In Italy, a procedure, similar to the US Geographic Targeting Order,
requires all the financial institutions in a town where gold was refined to disclose all relevant ransactions.

38. The question of laundering in the gold market most certainly needs to be examined in greater
depth. It would be extremely useful to continue to study it in future typologies exercises as a specific
subject, after collecting written submissions on the different regulations in force in member countries.

III. Money laﬁndering and non-financial professions

39. For the first time FATF has made an in-depth analysis of laundering in the non-financial sector,
treating this question as a special subject in the 1997-1998 typologies exercise. The method used was to
assemble all the facts indicating involvement in money laundering and the magnitude of the problem,
together with the existence of specific or general countermeasures, on a strictly sectoral basis.

40. Given the development of anti-laundering legislation in many countries, criminals are having
increasing recourse to intermediarnies other than those of the banking and financial sectors. In view of this
trend, governments have started to tackle the problem. In one member country, a recent study has identified
a number of professions in which laundering activities are intensively pursued (dealers in motor vehicles,
boats and real estate, lawvers and accountants, lotteries, horse races and casinos). In the framework of the
European Union, a high-level task force on organised crime has called for measures to be developed to shield
certain vulnerable professions from influences of organised crime in general and recommends that the
obligation in the money laundering Directive to report suspicions should be extended to persons and
professions outside the financial sector. Article 12 of the Directive already provides a basis for such

extension, although delicate questions such as the professional secrecy of certain professions, will have to be
addressed.

41 Several countries are in the process of enacting legislation to bring non-financial professions under
their anti-laundering regimes. In Belgium, an extension of the scope of the Act of 11 January 1993 to
bailiffs, notaries, company auditors, external auditors, real estate agents, casinos and funds transport firms
is the subject of a Bill for the implementation of the government’s plan of action against organised crime. In
Finland, a new law on prevention and detection of laundering will require casinos, betting offices and real
estate agents to identify their clients and report suspicious transactions. In Italy, the provisions of the anti-
laundering Act No. 197/91 will soon be extended to companies practising activities particularly liable to be
used for laundering purposes (casinos, lawyers, accountants, jewellers). In Sweden, a Bill is under
consideration for the introduction of reporting requirements, but not a complete incorporation of the non-
financial professions into the anti-laundering regime.

42, Even in countries where the non-financial professions are already covered by anti-laundering
legislation, attempts are being made to improve existing measures. For example, in the present state of la_w
of one member, non-financial professions are required to report to judicial authorities the facts of laundering
of which they have knowledge, as opposed to simply their suspicions. This provislion, whic_h has yielded few
results (about ten cases in seven years), greatly diminishes the effectiveness of aqn-laundermg action, for in
many files it is clear that the suspicious nature of the operation may have been discovered much earlier, in

8
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particular by the real estate agents or notaries concerned. The possibility of aligning the obligations of non-
financial professions connected with real estate transactions (agencies, notaries) with those of financial
institutions is therefore being studied.

(i) awyers, notaries and acoun acti advisers or financial intermediaries

43, Several members cited cases involving lawvers. In one member country, one of the laundering
techniques used is to deposit cash in solicitors’ client accounts, in several amounts under about US$ 6 700,
and then use the total credit balance for a real estate investment. In another member, a recent enquiry
revealed how a lawver could use a client account to launder the proceeds from a credit fraud offence. The
funds were paid into the lawyer’s client account, then coverted by him into cheques drawn on a bank of
another country which were subsequently cashed by a correspondent designated by the lawver concemed.

44, In one member country, thanks to information transmitted to the public prosecutor’s office in real
time by a local banking establishment, the criminal investigation department was abie to arrest in Slagrante
delicto a lawyer from another country who had appeared at the counter of the bank concerned to withdraw
the money in his correspondent’s account by way of a power of attorney in due form. Investigations with
foreign authorities confirmed that the acount holder was being held in their country on charges of large-scale
drug trafficking. The account holder’s credit balance amounted to about US$ 600 000.

45. In one member country, a solicitor transferred funds to a colleague, explaining that they were the
proceeds from a sale of assets bequeathed by an individual in his will. The second solicitor was not satisfied
with this explanation and reported his suspicions. The subsequent enquiry confirmed these suspicions about
the legitimacy of the purported asset transactions.

46, In one member country, a prominent attormey performed services for a whole clientele of
launderers. A client with US$ 80 million, proceeds from an insurance fraud, used the lawver to transfer the
money to financial institutions in countries where there are few or no anti-laundering regulations. The
attorney opened accounts in various banks under false names of individuals or corporations. The illegal
funds were placed in the form of cash or cheques in banks in the member in question, then wired to the
different accounts controlled by the attorney. It should be noted that because of his professional repute the
domestic banks never considered it necessary to look more closely at the nature of the transactions in
question (see Case No. 4).

47. Accountants may also be involved in various cases of laundering. In one member, an accountant
was recently sentenced to three years’ imprisonment for laundering drug money. He had received

10 per cent commission on a total sum of about US$ 700 000 in profits of criminal origin. At the same time
it has to be acknowledged that accountants can also be useful sources of information in anti-laundering
action. Technically, they are among the professionals best fitted to detect the fraudulent mechanism that
may underlie an unusual transaction. Accountants and auditors are very present in the business sector, and
less directly in charge of their clients’ interests than lawyers. In France, for example, the association of
accountants, concerned about its reputation and aware of its responsibilities in combating the scourge that
criminal money has become, has contacted the authorities to see what contribution it might make. Needless
to say, the inclusion of accountants in the scope of anti-laundering legislation can be effective only if they
become familiar with the typologies of criminal money recycling,

48. The need for relevant training of this profession, but also of lawyers and notaries, was stressed by
several delegations, even in the case of countries where an anti-laundering system is already in place. In the
United Kingdom, solicitors and accountants respectively have to comply with professional codes of condpct
and guidelines, but to date they have made very few declarations of suspicion. In the Netherlands, notanies
are required to check the identity of their clients and that their services are being used for legal purposes. A
list of relevant indicators has been issued by the association of notaries. If the checks do not confirm
legality, the notary must refuse to provide his services.

49 Because of their central position in the legal system applying to real estate transt_'crs and other'
important transactions, and in some countries the setting up of corporations, notaries are liable to experience
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instances of laundering. Their involvement may range from simple acquiescence to facilitation or even
active participation in the laundering operation with full knowledge of the facts. In one member country,
nationals of a Central European country were reported for having, on numerous occasions, paid cash sums
into the account of a notarv up to a totat of about US$ 700 000. Another case revealed a swindle
perpetrated by a European company for the benefit of another company located in a tax haven, the deal

being founded on a contract signed in due form in the presence of a notary. The sum in question amounted
to about US$ 840 000.

50. The problem confronting legislators in many countries is to establish a clear distinction between
the financial intermediary and advisory activities not only of notanies but also of lawyers. In Switzerland
professionals offering financial services will be subject to the money laundering legislation as of

1 April 1998. They will then have two vears in which to register with a self-regulatory body.

51 The examples cited in this section of the report, both as to cases and as regards countermeasures,
are applicable only to the individual countries concerned, since the definitions of the legal professions vary
greatly from one country to another. It would therefore be useful to have a complete picture of the anti-
laundering legislations applicable in the different member countres, bearing in mind that the responses to the
new annual self-assessment questionnaires should aiso vield some interesting information in this regard.

(i1) Sheil corporations and company formation enterprises
52. Shell corporations, in countries where these exist, continue to be a widely used tool for recycling

illegal money (see Case No. 2). In this connection two delegations provided a good example of a case that
also involved a company supplving secretarial services (see Case No. 5).

53. The role that company formation enterprises might play was mentioned by the United Kingdom.
NCIS has therefore recently published a set of guidelines for such enterprises, some of which are covered by
the anti-laundering regulations.

(iii) Casinos and gambling

54, In this other part of the non-financial sector, cases of laundering abound. In one member country,
methods reported during the past year include the purchase and repayment of gambling tokens in multiple
amounts of less than about US$ 6 700, the receipt by casino clients of winner’s cheques made out in the
name of third persons, and the use of tokens for purchases of goods and services and for drug purchases.
Other delegations cited different cases involving casinos, gaming businesses and various lotteres. including
horse-racing. These entities provide ample opportunities for laundering, given the amount of cash that
changes hands there.

55. Casinos are the site of the first stage in the laundering process, i.e. converting the funds to be
laundered from banknotes (circulating currency) to cheques (bank money). In practice the method is to buy
chips with cash and then request repayment by cheque drawn on the casino’s account. The system can be
made more opaque by using a chain of casinos with establishments in different countries. Rather than
request repayment by cheque in the casino where the chips were purchased with cash, the gambler says tlhat
he will be travelling to another country in which the casino chain has an establishment, asks for his credit to
be made available there and withdraws it in the form of a cheque in due course.

56, Gaming businesses and lotteries, too, are being used increasingly by launderers. One member has
evidence of multiple financial transactions made by the same person b){ way of cheques drawn on gz}:nblmg
agencies: loto, horse-racing and also casinos. This suggests that circuits have been set up to organise
systematic buy-back of winning tickets from their legitimate holders. Another laundering technique
connected with horse-racing and gaming has emerged. In this case the person will actually gamble thg ‘
money to be laundered, but in such a way as to be reasonably sure of ultimately more or less recovering his
stake in the form of cheques issued by the gambling or betting agency and correspopdmg to pgrfectly .
verifiable winnings from gaming. This method is much more reliable than the previous one, since the police
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investigation service, once it has verified the reality of the gaming operation and the person’s winnings, will
in principle have a great deal of trouble in going further and identifying the source of the money staked.

57. Countermeasures specific to the gambling sector, mainly for casinos, have been enacted by some
FATF members. The closing of casinos in Turkey, which took effect on 10 February 1998, is anticipated by
that country to contribute to anti-money laundering efforts as well. In the Netherlands, casinos belong to a
public establishment named Casinos of Holland. Casinos are covered by the anti-laundering legislation, and
only winnings from gambling are accepted for electronic transfer to a bank account. This arrangement
might prove effective in countries where casinos offer a wide range of financial services, as in the United
States. Other examples of countermeasures are to be found in the United Kingdom where emphasis is being
placed on the importance of client identification, the concept of gamblers’ “profiles” and the need to involve
all the authorities concerned. Since the gambling sector is not covered by anti-laundering regulations, a code
of conduct for the gaming profession has been adopted.

38, In the United States, comments have been requested on a new declaration form for casinos entitled
SARC (Suspicious Activity Report by Casinos), which is already in use in the State of Nevada. In Belgium
the introduction of a requirement for casinos to report to the CTIF (Cellule de Traitement des Informations
Financiéres — financial information processing cell) is envisaged. Casinos and the gambling sector in
general should therefore constitute a genuine subject of concem for FATF, given that it is an expanding
industry which is central to the development of tourism in many countries. Gambling is also becoming
increasingly intemational in scale. Finally, the consequences of the growth of non-casino types of gambling
and their development on the Intemet (¢.g. Bingonet) should be examined very carefully.

(iv) Other non-financial professions, including real estate agents and sellers of high-value objects

59. The real estate sector is now fully within the sphere of money laundering activities. Investment of
illicit capital in real estate is a classic and proven method of laundering dirty money, particularly in FATF
countries enjoving political, economic and monetary stabilitv. Laundering may be effected either by way of
chain transactions in real estate to cloak the illicit source of funds, or by investment in tourist or recreational
real estate complexes which lend an appearance of legality.

60. Numerous cases of laundering were cited by the experts. One of the methods used is to buv and
sell properties under false names. In a recent case presented by one member, two criminals were arrested for
laundering about US$ 270 000 through a real estate agency. One member was apprised of an interesting
case involving a real estate agent located in an offshore centre and a notary (see Case No. 1). In another
member, many suspicious real estate transactions take place in the south and involve amounts of the order of
several million francs. In the Netherlands, thanks to the vigilance of banks, unusual transactions involving
real estate agents have been reported to the MOT (Office for reports of unusual transactions). The
government of that country is currently consuiting the profession on its possible contribution to ant-
laundering action,

61. In a Scandinavian country, a recent case was based on information concerning a previously
convicted drug trafficker who had made several investments in real estate and was planning to buy a hotel.
An assessment of his financial situation did not reveal the source of his income. Following his arrest and
further investigations, he was sentenced for drug trafficking and money laundering to seven and a half years’
imprisonment and about US$ 4,4 million was confiscated (see Case No. 7). In another Scandinavian
country, despite a strict system of recording all real estate transactions, the authorities have identified a few
cases involving low-interest loans of suspect origin obtained abroad for purposes of investment in that
country.

62. Finally, sellers of high-value objects like artworks are unquestionably a significant presence in
laundering activities. Within the European Union, systems of national heritage protection have been
adopted, particularly in France where exports of cultural goods require prior authorisation by the Ministry
of Culture. In the previously mentioned case concerning real estate, another part of the drug profits had been
laundered by the director of a art museum from another country, who received about USS$ 15 000 for
producing false certificates of sale of art objects.
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83, Another case, reported by a member, concerns the use of a rather special technique whereby a
financial swindler on a international scale made one of his companies available to a major trafficker and
launderer seeking to establish a source of funds. The latter would make periodic cash remittances to the
money manager/swindler, who paid them into his company’s accounts. Transfers were immediately made
to Monaco and to other banking establishments in this member, in company accounts of which the launderer
was the economic beneficiary. The purpose put forward to justify these transfers was the purchase of
paintings by a master artist (Goya), either as payments on account or as settlements. The paintings were in
fact fakes and, moreover, were never shipped. The payments in question were for amounts on the order of

about US$ I million. With this technique it is obviously possible to launder extremely large amounts of
illicit money.

64, As regards these latter categories of professions in the non-financial sector, existing legislation
appears even more disparate than for the legal professions or gambling activities. Where reporting
requirements exist, very few disclosures are forthcoming from these professionals, as pointed out by several
delegations. This is another area where intensive efforts will have to be made to alert professionals to
suspicious or unusual transactions through appropriate education.

Iv. Assessment dMVworld trends in money laundering

65, Money laundering is obviously not a problem restricted to FATF countries. Thanks to the
implementation of countermeasures in those countries, the experts have been able to make the relatively
detailed analyses that figure in the preceding sections of this report. The information available on money
laundering in non-member countries is much less comprehensive; consequently, the following assessment by
FATF of world trends in laundering does not claim to be exhaustive.

(i) Asia/Pacific

66. Sources of information on laundering activities in this vast region of the world are fairlv scarce.
The situation will be considerably improved when Interpol, in co-operation with the US agency FinCEN
(Financial Crimes Enforcement Network), produces its reports on individual Asian countries. It should be
noted that the Interpol group FOPAC (Fonds provenant des activités criminelles - proceeds from criminal
activities) has already produced similar reports on the Central and Eastern European Countries, and that the
second series on Asian countries has been given high pniority.

67. Two delegations considered that there were no really new laundering developments in this part of
the world. The main factors cbserved in previous typologies exercises are still present. Thus in South Asia
and India money laundering is still linked with drug trafficking and is undoubtedly facilitated by the parallel
remittance systems known as “hawala” and “hundi”™.

68, In South-East Asia the countries that seem to warrant particular attention are Indonesia and
Malaysia. Given the absence of appropriate legislation and the regime of strict bank secrecy in Indonesia,
money laundering is only part of the financial crime that prevails there essentially in the shape of large-scale
fraud and corruption. Several other countries in the region, notably Malaysia, offer numerous features
attractive to launderers: provision of a wide range of financial services, facilities for setting up trust
companies and offshore structures. Bank fraud is still a very important source of money for laundering.

69. In the Pacific region, Vanuatu is featuring increasingly in the laundering circuits. The qffshore
legislation in place there has created a favourable climate for laundering and the country’s financial
institutions have been cited in several cases. :

70. Generally speaking, it would clearly be desirable to have more information on the As_iafPaciﬁc
region. FATF members therefore greatly welcomed the fact that the region’s_ new anti-laundering group, set
up at a symposium on money laundering in Asia and the Pacific at Bangkok in March 1997, would shortly
be conducting its own typologies exercise. This initiative is a follow-up to the earlier workshops on
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Disposal of Proceeds of Crime, Money Laundering Methods organised by the FATF Asia Secretariat and
Interpol in Hong Kong in 1995 and 1996.

(ii) Central Amenica, South America and the Caribbean Basin

71. All these parts of the world continue to attract money laundering activities. As regards the
Caribbean, FATF members welcomed the activities conducted by the Caribbean Financial Action Task
Force (CFATF) in respect of typologies. The approach used by the latter is somewhat different from that of
FATF, but it should nevertheless give rise to some very useful and interesting work, as regards both analysis
of regional trends and assessment of the countermeasures to be adopted. The CFATF tvpologies exercise is
phased over a number of vears. Since February 1997 the CFATF experts have studied the forms of money
laundering in domestic financial institutions and in the gambling sector. Future meetings will address the
following themes: offshore financial establishments and international business corporations, financial
institutions and cybermoney.

72. Laundering in the Caribbean region continues to be a serious problem and appears to concern the
following countries in particular: Antigua, the Dominican Republic and St Vincent and the Grenadines.
Suspect operations have also been detected in the French overseas departments, particularly in the areas of
exchange and gaming. Russian organised crime operating out of Miami and Puerto Rico continues to be
active in forming front companies all over the region in order to launder illicit profits. A case in point here is
the European Union Bank set up in Antigua and famed as the first offshore bank operating via the Internet.
The two Russian founders absconded with the deposits and subsequently the bank failed and was closed
down in August 1997. Free trade zones, including those in Aruba and Panama, continue to be a target for
money launderers using the black market peso exchange system to purchase and smuggle goods into
Colombia (see Case No. 8). The Aruban and Panamanian governments are to be commended for taking
aggressive steps to address this difficult problem.

73. The Dominican Republic and Jamaica were likewise mentioned in connection with money
laundering circuits, In the United States, Dominican launderers use fund transfer companies to send sums
not exceeding US$ 10 000 to the Dominican Republic under false names. Consequently the US Department
of the Treasury this vear issued a Geographic Targeting Order which requires the reporting of all transfers
of over US$ 750 from Puerto Rico and the New York Metropolitain area to the Dominican Republic. In
Jamaica, a recent case of money laundering concerned an offshore bookmaking operation by telephone for a
total amount of several million dollars. Where no specific measures regarding cross-border currency
movements exist, cash transportation seems to be a common method of laundering.

" 74. The nations of Latin America also continue to be affected by laundering of illegal funds,
essentially the proceeds from drug trafficking. In Mexico numerous anti-laundering measures have been
enacted in the past year. Banks are now required to report suspicious transactions to a central agency for
financial information. In spite of these efforts, money laundering is still a problem to be taken very
seriously, especially now that the Mexican drug cartels have parted company with their Colombian
counterparts and have acquired some predominance in the region. One of the most favoured techniques
continues to be outbound currency smuggling, along with electronic transfers, Mexican bank drafts and the
“parailel” peso exchange market. Corruption remains the chief impediment to Mexico's anti-laundering
efforts.

75. Another Central American country experiencing a growth of laundering activities is Costa Rica,
notably by way of large-scale currency smuggling and investment by Colombian cartels in the tourist real
estate sector. In Guatemala and Honduras laundering potential continues to increase in the absence of
appropriate legislation. In Panama the target of launderers remains the Co!on Free Zone. It should be
pointed out, however, that anti-laundering measures applicable to the banking sector have been extended to
the Zone. In Colombia, billions of dollars in drug money are being laundered through the “parallel” peso
exchange market, which in fact is run by drug traffickers (see Case No. 8).

i
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76. Within the framework of OAS (Organization of American States) the Inter-Ame.rican Drug Abuse
Control Commission (CICAD) has decided to launch its own typologies exercise through its group of
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experts on money laundering. FATF members welcomed this initiative, which will cover nearly all the
countries of South America. Many countries in that region have recently introduced anti-laundering
legislation following the Summit of Americas Ministerial Conference of December 1995, Despite these
efforts, drug trafficking and money laundering are still major problems in this part of the world. [t is
therefore encouraging to see that the next Summit of Americas, to take place in Santiago, Chile in
April 1998, will again address the subject of money laundering as a priority.

(i) Middle East and Africa

77. In the absence of proper regional anti-money laundering groups, information on laundering in these
areas is extremely limited. But numerous factors which assist laundering are present in the Gulf States with
the intemational finance centres in Bahrain and the United Arab Emirates (in particular Abu Dhabi and
Dubai), the hawala “banking” system and free trade zones. It should be noted, however, that the Gulf Co-
operation Council (GCC) has recently launched an evaluation of the anti-laundering measures adopted by its
members (United Arab Emirates, Oman, Saudi Arabia, Qatar, Bahrain and Kuwait) which will provide a
picture of the status of legislation in the region.

78. In the Near East the lack of anti-laundering legislation in Lebanon remains a matter of significant
concern to FATF. It is hoped that a bill will soon be passed into law in Israel, where the authorities are
facing general problems with organised crime and need to tackle the dangers of laundering in the diamond
industry. In Cyprus the authorities have vigorously built up a comprehensive anti-laundering scheme since
relevant legislation was passed in April 1996, and a unit has been established to receive suspicious
transaction reports from banks. FATF experts visited Nicosia in September 1997 and noted the resolute and
praiseworthy efforts being made by the Cypriot authorities to counter money laundering even if the name of
Cyprus still appears in cases of laundering transactions at the lavering stage.

79. Crime groups are increasingly turning to sub-Saharan Africa to conduct their activities, including
money laundering. A few countries have begun to respond by introducing legislation, but significant
obstacles have still to be overcome, notably the lack of resources available to operational services in Africa.
One trend observed in West Africa concerns the use by organised crime of bank accounts of commercial
businesses. Illicit funds can be moved via undercover banking systems and evade exchange control
regulations. All FATF members acknowledge that the chief problem in West Africa continues to be fraud
by Nigerian organised crime. It was accepted that thus problem, which has been going on for too long,
would merit appropriate international collective action. Nigenan organised crime is also active in South
Africa, which is progressively becoming an entry point to the rest of the continent for crime groups.

(iv) Central and Eastern Europe

30. The East European countries continue to be a significant and indeed growing concern for the
European members of FATF. The greatest difficulty concerning funds connected with individuals or
companies in Central and Eastern European countries is in clarifying their source, which is very often
impossible. The frequent use by some CEEC nationals of expertly forged identity papers, designed to get
round strict application of the principle of customer identification by financial institutions, was noted. In
addition, transcription from Cyrillic to Roman is often used to change identities, or provide multiple
identities. Cases of dual nationality (Russian/Greek or Russian/Israeli, for example) are frequent, and hold
similar potential for disguising true identity. Armenian or Georgian nationals claim Greek origins. The most
significant problem in transactions with Russia is that the true beneficiary is not known.

81, As in previous years, the experts noted numerous cases involving Russian organised crime and
from other members of the Commonwealth of Independent States. Most of the shell companies operating in
one member are carrying on quite legitimate business, but their finance comes from fraud and cnrmnal
activities in Eastern Europe. A competent unit of this country, which has detected growing sopblstiqauon at
the lavering stage, with substantial use of offshore companies, is going to folloui deve!opments in this area
very closely from 1998. The refinement of the methods used by organised Russian crime groups was also
noted by the police of one member in a case involving letters of credit issued by a Russian bank for a total of
USS$ 100 million. Very substantial sums are involved in cases relating to nationals of Central and Eastern
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ed financial transactions. One case detected in another member
concerned USS 13 million overall.

and Bosnia.

Albania, linked to the pyramid savings scandal. [nvestigations following the suspicious transaction reports
have shown that considerable amounts in cash, around US$ 20 million, were deposited at banks in a
neighbouring country during the summer of 1997 This is a probiem which affects several FATF members.
In addition, after the deliberate failures of many banks in Bulgaria, triggered by their owners’ corruption,
they were bought up by groups of white-collar criminals who could then help themselves to the bank assets.

83 In the summer of 1997 the Central Bank of the Russian Federation issued guidelines to banks on
customer identification and the prevention of money laundering. Together with FATF it organised an
internationa!l seminar on money laundering in St. Petersburg in October 1997, But these efforts will only
vield really practical results when the anti-laundering obligations of the financial sector are spelt out in faw.

86. Reference should finally be made to a vital recent initiative by the Council of Europe, which
launched its programme to evaluate anti-laundering measures in those of its members which do not belong to
FATF. The countries in question are not all in Central and Fastern Europe, but the programme should give

a considerable boost to enhancing or introducing anti-laundering legislation in that part of the world over the
coming vears.

Y. Conclusions

37. The November 1997 meeting of the group of experts on typologies was marked by a new form of
discussion, with in-depth treatment of more targeted topics than in previous exercises. Since the classic
mechanisms for laundering are now well identified, the purpose will in future be to survey the new ground
being broken by imaginative launderers, and to demonstrate how and why given new laundering practices

are being developed. In short, the FATF's strategy needs to be tailored to the emergence of new areas which
are not yet fully mapped: electronic money and new-technology forms of payment, non-financial

professions, the insurance sector and stock exchange dealers.

8. In addition to laundering via non-financial professions and companies, which is the main subjgct
for the FATF-IX typology exercise, the experts also examined issues relating to companies s;?ecialising in
international money transfers, and new-technology means of payment. These are both essential areas that
FATF needs to understand more fully in order to develop effective counter-measures. With regard to new
technology, much work still has to be done before all the related laundering dangers are clearly xde{mﬁed and
before any possible specific counter-measures can be considered. Even at present, the speed at which
transactions are performed in this sector, admittedly an advance in itself, poses grave threats to the adtf:quacy
of the traditional anti-laundering methods to the systems of new payment technologies. Asa resplt, this
topic is likely to recur systematically at forthcoming typology meetlings. With regard to companies
specialising in international money transfers, consideration and action are both much further advanced, to
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Judge from the scale of counter-measures already in place in many FATF member countries. This is in fact
an area where exchanges of information on current regulations. and of practical experience, can no doubt be
of benefit to those countries which have not yet really tackled the problem.

39, Among other typologies of interest, particular reference should be made to the gold market. While
this is not a new topic, discussions showed that it was an area where FATF should also expend energy in
order to identify the problems more clearly. It is accordingly planned to make this a priority item for one of
the forthcoming typology exercises. In any case, although FATF has already devoted considerable attention
to sectors such as insurance or manual currency exchange, the involvement of both in money laundering is
still clearly on the increase. With regard to the exchange bureaux sector, it is clear that further consideration
must be given to the consequences of the conversion of European currencies into Euro.

90. Last, the survey of laundering trends in non-Member countries again proved most instructive.
Although progress is being made in implementing anti-laundering measures outside the FATF members,

much still remains to be done to mobilise a fair number of countries which remain somewhat passive and
complacent about the financial, economic, political and social dangers posed by laundering.

12 February 1998
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ANNEXES TO THE 1997-1998 FATF REPORT ON MONEY LAUNDERING
TYPOLOGIES

Selected cases of money laundering

Case No. 1: Real estate agents and notaries
Case No. 2: Shell corporations
Case No. 3: Cross-border cash

Case No. 41 Lawyers

Case No. 5: Shell corporations and secretarial companies

Case No. 6: Exchange bureaux

Case No. 7. Lawyers, real estate sector

Case No. 8:  Colombian black market peso exchange: exchange bureaux, money

laundering through trade, use of shell accounts
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Case no. 1
Real Estate agents and Notaries
Facts
A real estate agent in a tax haven jurisdiction opened an account at a bank in a European country. The
account was used to encash a cheque drawn by a foreign notarv., Once the cheque had cleared, part of the

funds were withdrawn as cash, part were re-transferred back to the original jurisdiction, and the balance was
credited to the account of a notary in that country and used to purchase real property there.

The information that was acquired from the police authorities showed that the different persons involved in
the transactions had been involved in fraud. Although the system put in place by the perpetrators appeared
to be legal, inquiries showed that the account opened at the bank was only used as a temporary transfer
account for the laundering of the proceeds of financial crime.

Results

The financial intelligence unit transferred the case to the judicial authorities, on the basis of the serious
indications of money laundering.

Lessons

1. This case shows the need to be vigilant when considering possible money laundering cases, as even
transactions which initially do not appear to be particularly suspicious can involve money laundering.

2. It also shows the importance of the “know your customer principle”, since the criminal past of the

persons involved in this case was the only indicator which led to the discovery that the transactions in this
case involved money laundering.

Case no. 2
Shell Corporations
Facts
A drug trafficker used drug trafficking proceeds to purchase a property of which part was paid in cash and
the remainder was obtained through a mortgage. He then sold the property 1o a shell corporation, which he
controlled, for a nominal sum. The corporation then sold the property to an innocent third party for the
original purchase price. By this means the drug trafficker concealed his proceeds of crime in a shell
corporation, and thereby attempted to disguise the origin of the original purchase funds.

Results

The accused pled guilty and an order of forfeiture was granted. The property which was part of the money
laundering scheme is being disposed of by the authorties.

Lessons

1. The need to carefully trace the ownership history of a property, in orc!er to identify possible links between
owners and any suspicious transfers that may indicate attempts to commingle assets.
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2. The need for enforcement agencies to be familiar with the general rules and practice regarding the
purchase of property in relevant jurisdictions, and the need to be aware that transfers involving nominal
amounts can be easily structured in some jurisdictions.

Case no. 3
Cross border cash

Facts

Three suspicious transaction reports were received relating to a number of transactions which were carried
out at Danish banks whereby large amounts of money were deposited into accounts and then withdrawn
shortly afterwards as cash. The first report was received in August 1994, and concemed an account held by
Mr. X. Upon initial investigation, the subjects of the reports (X, Y and Z) were not known in police
databases as being conneeted to drugs or any other criminal activity. However further investigation showed
that X had imported more than 3 tonnes of hashish into Denmark over a 9 year period. Y had assisted him
on one occasion, whilst Z had assisted in laundering the money.

Most of the money was transported by Z as cash from Denmark to Luxembourg where X and Z held 16
accounts at different banks, or to Spain and subsequently Gibraltar, where they held 25 accounts. The
receipts from the Damish banks for the withdrawn money were used as documentation to prove the legal
origin of the money, when the money was deposited into banks in Gibraltar and Luxembourg. It tumed out
that sometimes the same receipt was used at several banks so that more cash could be deposited as “legal”
than had actually been through the Danish bank accounts.

Results
X and Y were arrested, prosecuted and convicted for drug trafficking offences and received sentences of six
and two years imprisonment respectively. A confiscation order for the equivalent of US$ 6 million was

made against X. Z was convicted of drug money laundering involving USS 1.3 million, and was sentenced
to one year nine months imprisonment.

Lessons

1. Financial institutions should not accept proof of deposit to a bank account as being
equivalent to proof of a legitimate origin.

2. Carrying illegal proceeds as cash across national borders remains an important method of
money faundering.
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Case no. 4
Lawyers
Facts

A prominent attorney operated 2 money laundering network which used sixteen domestic and international
financial institutions, many of which were in offshore jurisdictions. The majority of his clients were law
abiding citizens, however a number of clients were engaged in various types of fraud and tax evasion, and
one client had committed an US$ 80 mullion insurance fraud. He charged his clients a flat fee to launder
their money and to set up annuity packages to hide the laundering activity. In the event there were to be any
inquiries by regulators or law enforcement officials, the attorney was prepared to give the appearance of
legitimacy to any withdrawals from the “annuities”.

One of the methods of laundering was for him to transfer funds from a client into one of his general accounts
in the Caribbean. This account was linked to the attorney in name only, and he used it to commingle various
client funds, before moving portions of the funds accumulated in the general account via wire transfers to
accounts in other countries in the Caribbean. When a client needed funds, they could be transferred from
these accounts to a U.S. account in the attorney’s name or the client’s name. The attorney indicated to his
clients that they could “hide™ behind the attorney-client privilege if they were ever investigated.

Another method of laundering funds was through the use of credit cards. He arranged for credit cards in
false names to be issued to his clients, and the credit card issuer was not aware of the true identity of the
individuals issued the cards. When funds were needed the client could use the credit card to make cash
withdrawals at any automated teller machine in the United States. Once a month the Canbbean bank would
debit the attorney’s account in order to satisfy the charges incurred by his clients. The attornev knew the
recipients of the credit cards.

Results

The attorney pleaded guilty to money laundenng.

Lessons

1. Banks and their emplovees should be alert to “layered™ wire transfers which utilise instructions such as
“for further credit to”. This may occur more frequently with correspondent accounts of “offshore banks™.

Suspicious transactions can then be identified and reported.

2. Banks should utilise “know your customer” requirements when issuing credit cards. In this case, the
banks were issuing the credit cards to the attomney for further issuance to his clients.

3. Investigators should be aware that in a number of countries lawyer/attomey-client privilege is not

applicable if the lawyer/attorney and his client were directly involved in criminal activity, and they should
consult prosecutors if such an issue anses.
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Case no. 5

Shell corporations and secretarial companies
Facts

During 1995/1996 financial institutions in a European country made suspicious transaction reports to the
financial intelligence unit which receives such reports. The reports identified large cash deposits made to the
banks which were exchanged for bank drafts made payable to a shell corporation based and operated from
an Asian jurisdiction. The reports identified approximately US$ 1.6 million being transferred in this way to
an account held by the shell corporation at a financial institution in the Asian jurisdiction.

At the same time police had been investigating a group in that country which were involved in importing
drugs. In 1997 police managed to arrest several persons in the group, including the principal, who
controlled the company in the Asian jurisdiction. They were charged with conspiring to import a large
amount of cannabis. A financial investigation showed that the principal had made sizeable profits, and a
large percentage of this has been traced and restrained. A total of approximately US$ 2 million was sent

from the European country to the Asian jurisdiction, and subsequently transferred back to bank accounts in
Europe, where it is now restrained. '

Two methods were used to launder the money. The principal purchased a shell company in the Asian
Junsdiction which was operated there by a secretarial company on his instructions. The shell company
opened a bank account, which was used to receive cashiers orders and bank drafts which had been
purchased for cash in the country of origin. The principal was also assisted by another person who
controlled (through the same secretanal company) several companies, which were operated for both
legitimate reasons and otherwise. This person laundered part of the proceeds by sending the funds on to
several other junsdictions, and used non-face to face banking (computer mstructions from the original
country) to do so.

Results

Seven persons including the principal are awaiting trial in the European country on charges of drug
trafficking, and the principal and three other persons face money laundering charges.

LQSOHS

1. It shows how desirable and easy it is for criminals (even if not part of international organised crime) to
use corporate entities in other jurisdictions, and to transfer illegal proceeds through several other
jurisdictions in the hope of disguising the origin of the money.

2. It demonstrates the ease with which company incorporation services can be obtained. and shows that many
of the companies which sell shelf/shell companies, as well as the secretarial companies which operate them, are
not likely to be concemed about the purpose for which the shell company is used.

3. Highlights the need for financial institutions to have a system which identifies suspicious transactions not just

at the front counter, but also for non-face to face transactions such as occurred in this case.

4. The 'Iength of time it can take to conduct international financial investigations and to trace t.be proceeds of
crime transferred through several jurisdictions, and the consequent risk that the funds will be dissipated.
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Case no. 6

Bureaux de change

Facts

A bureau de change (‘The Counter’) had been doing business in a small town near the German border for a
number of vears when exchange offices became regulated, and it became subject to obligations to prevent
money laundering. The Counter often had a surplus of bank notes with a high denomination, and the owner
(Peter) knew these notes were not popular and therefore had them exchanged into smaller denomination
notes at a nearby bank. Prior to the legislation taking effect persons acting on behalf of The Counter
regularly exchanged amounts in excess of the equivalent to US$ 50 000, but immediately after the legislation
took effect the transactions were reduced to amounts of US$ 15 000 to US$ 30,000 per transaction. The
employees of the bank branch soon noticed the dubious nature of the exchanges which did not have any
sound economic reason, and the transaction were reported.

Peter had a record with the police relating to fencing and dealing in soft drugs, and because of this he
transferred the ownership of The Counter to a new owner with no police record (Andre). Andre reports The
Counter to the Central Bank as an exchange office and is accepted on a temporary basis. The financial
intelligence unit consults various police files and establishes that the police have been observing this
exchange office for some time. The suspect transactions are passed on to the crime squad in the town where
The Counter has its office, and it starts an investigation. A few months later, the crime squad arrests Andre.
house searches are made, expensive objects and an amount equivalent to more than US$ 250 000 in cash are
seized. The records of The Counter show that many transactions were kept out of the official books and
records. For example, over a period of thirteen months The Counter changed the equivalent of more than
US$ 50 million at a foreign bank without registering these exchange transactions in the official books and
records. The investigation showed that The Counter and its owners were working with a group of drug

traffickers, which used the exchange office to launder their proceeds, and this formed a substantial part of
the tumover of the business.

Results

The drug traffickers were prosecuted and convicted and are now serving long prison sentences. Andre was
sentenced to six years in prison for laundering the proceeds of crime and forgery. Peter moved abroad with his
family. A separate legal action is still pending to take away Andre’s profits, the confiscated objects and the
cash found. The Counter has been closed and its registration as an exchange office was refused.

Lessons

The need for banks and large, legitimate bureaux de change to pay attention to their business relations with
smaller bureaux, particularly when supplying or exchanging currency with them.

TSR
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Case no. 7

Lawyers, real estate

Facts

The financial intelligence unit received information that a previously convicted drug trafficker had made
several investments in real estate and was planing to buy a hotel. An assessment of his financial situation
did not reveal any legal source of income, and he was subsequently arrested and charged with an offence of
money laundering. Further investigation substantiated the charge that part of the invested funds were

proceeds of his own drug trafficking. He was charged with substantive drug trafficking, drug money
laundering and other offences.

In the same case the criminal’s lawyer received the equivalent of approximatety US$ 70 000 cash from his
client, placed this money in his client’s bank account and later made payments and investments on the
client’s instructions. He was charged with negligent money laundering in relation to these transactions.
Another part of the drug proceeds was laundered by a director of an art museum in a foreign country who
received USS 15 000 for producing forged documents for the sale of artworks which never took place.

Results

The drug trafficker was convicted of drug trafficking, was sentenced to seven and a half years imprisonment,
and a confiscation order was made for US$ 450 000. The lawyer was convicted and sentenced to 10 months
imprisonment. The art museum director could not be prosecuted as there was insufficient evidence that he
knew the money was the proceeds of drug trafficking, but he has accepted a writ to confiscate his proceeds.

Lesson

1. The purchase of real estate is commonly used as part of the last stage of money laundering (integration).
Such a purchase offers the criminal an investment which gives the appearance of financial stability. and the
purchase of a hotel offers particular advantages, as it is often a cash intensive business.

2. The value of a money laundering offence with a lower scienter or mens rea requirement is shown in the
prosecution of the lawyer in this case. There was insufficient evidence to prove that the lawyer knew the
money was illegal drug proceeds, but sufficient evidence to show that he “should have known™ on the facts
available to hum. ‘
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Caseno. 8

Example of widely used money laundering technique - Colombian Black Market Peso Exchange, Casa
de cambio, money laundering through trade, use of “shell accounts™
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Drug traffickers in the U.S. collect and stockpile cash from illegal drug sales in “stash houses™ located
throughout the U.S. and this creates a logistical problem for the traffickers. The solution is as follows:

1. Black market money brokers in Colombia direct Colombians visiting or residing in the U.S. to open
personal cheque accounts at U.S. banks, and deposit minimal amounts.

2. Cheques on these accounts are signed in blank by the customers and given to the brokers who pay them
US$200-400 for each account. The brokers keep a stock of signed cheques on these “shell” U.S. accounts.

3. Colombian drug cartels sell their stockpiled cash at a parallel or “discounted” exchange rate to the
Colombian money brokers in exchange for pesos which are paid in Columbia.

4. The brokers purchase the dollars at the discounted rate and the cartels lose a percentage of their profits
but avoid the risks of laundenng their own drug money.

5. Once the drug money is purchased. the broker directs his network smurfs to pick up the cash, and
structure deposits into the various “‘shell” cheque accounts.

6. The broker then offers to sell cheques drawn on these accounts to legitimate Colombian businessmen
(who need U.S. dollars to conduct international trade) at a “parallel” exchange rate.

7. The broker fills in the dollar amount on the signed cheque, but leaves the name of the payee blank. The
broker also stamps his svmbol on the cheque as a means to guarantee his payment on the cheque in the event
there are ever insufficient funds in the “shell” checking account.

kit 11 ol T

8. The businessman can then fill in the payees name when he uses the signed cheque as a U.S. dollar
instrument to purchase goods (perfume, gold, etc.) in international markets such as Free Trade Zones.

9. The businessman then ships or smuggles the goods into Colombia.
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10. The Free Trade Zone distributor, who is often a knowing participant in the black market exchange
process, forwards the cheque to his U.S. bank account or it may even clear through his local bank account.

I'1. Once cleared, the cheque account is debited, and the distributor’s U.S. account is credited.

Through this scheme:

Drug cartels in Colombia receive their profits from the U.S. drug trade in Columbia, without having the
normal expenses of money laundering. The brokers make a profit on the “discounted” purchase of U.S.
dollars from the drug cartels and a second profit on the subsequent sale of the dollars to Colombian
businessmen at the “parallel exchange rate.” The businessmen save money by exchanging their pesos for
U.S. dollars on the “parallel” exchange market, and avoiding government scrutiny and taxes.

For more information about the Colombian Black Market Peso Exchange Process, visit the FinCEN Home

Page at Http.//www ustreas.gov/treasurv/bureaus/fincen. This information can be found in the advisory
section. .
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